Schindler Elevator Corporation

Engineering Schindler

3" Party Interface Virtual Server Test Report

1 Interface scope

X Database Interface
X Life Reporting

Additional information: We have been working with BluBOX security company on this SID project; Virtual Test with our

server has been going on these dates:
06/29/2017
07/11/2017

Following are Results from these sessions.
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2 Sample Cards Test Result

Schindler

Reader Type
1 778218|HID Proximity Unknown'Viegand [39] 3D805EFE00000025
2] 778255|HID Proximity UnknownWiegand [39] 38985EF 118000025
3 778283 |HID Proximity UnknownWiegand [39] 3A185F0288000025
4 778338 [HID Proximity Hid [10] 03000000A385EE2C
5 T78339[HID Proximity Hid [10] 03000000F535EFFD
[ 778347 |HID Proximity Unknown\Wiegand [39] JEBOSEFF28000025
1| 804953 |HID Proximity Unknown'Viegand [39] 3968626670000025
8| 804988 |HID Proximity UnknownWiegand [39] 39C8E24EE8000025
9 513146[HID Proximity UnknownWiegand [39] 3E00632248000025

PORT 1.2 C9 ::) 548547|HID Proximity Unknown'Wiegand [39] 3E006795D8000025
121
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3 Virtual Server Test Settings

-

45222110
DB-Importer Settings

Parameters |Monitor I Position I Test Plugin

=)

Connection Status: Disconnected|

General

Badge Type: [HID C1000 [15]

)

Mum Digits for HIGH Badge Number: 8 % Mum Digits for LOVW Badge Mumber: 8 =)

Flugin Rules: [None v]

Options:

Action if an already assigned card should be assigned
to another user:

Automatic Target:
Validity:
Automatically delete expired users:
Online
TCP/IP Port Number: 4040 =
Offline

)

[Report an error v]

[Use automatic destinations as defined in profile / template v]

[Use validity as defined in profile v]

=

o

Som Number on Disconnect 0

Import File Mame: |
Automatic Import |:|

]

[ \f) Ok ] [ x Cancel
%J Logging Task [92.0.0.0] [=n EoN =5
Lagging Cartral Logger File Modules
Logger Directory: Sections
Start Log C:ASchindler DLagoer Diives: ]
File Mame: Droors: a
Job Managers: a
2M7_07_13_00logger.zq3 DE Servers: 1
Deletion of obgolete Log Files Locks: 1]
Lagging Status: _ ModManagers: 1
Clean up files older than 100 days Overviews: 1
In Progress Parkmanager: ]
Modify... ] [ Clean up now Som Handlers: 1
Lag Started at - E se:alators: 0
2017.07.13 11:18:58 s § e ke
# of lngged entries zo far 100 MB bAadify...
4 Free Space: 82474 MB
Max Processed: 3
Events Lost - 0 Logging of Persanal Data
Start automatically @ Nomal ) Always
Life Repoarting
[[active  Port; BOBO_ DE: 230110
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4 Test History

X Passed: Communication test on port 4040
XI Passed: Adding new users with sample access profiles
XI Passed: Deleting users

222100 (o]
u Database Importer Settings Connection Status:TSeanae e

Categories I 2017.06.29 16:27:23 Online import finishad

2017.06.29 16:27:23 Delete User cf50c723613241462fb87871c323334¢ I

Loceton 2017.06.29 16:27:23 master-grovp[1]: name=Schingler, valve=63

General 2017.06.29 16:27:23 master-group[0]: name=Marriott Dadsland, valva=0

Online 2017.06.29 16:27:23 Master Group List, count: 2

Offiee 2017.06.29 16:27:23 Start Online Import of cfS0c723613241 628787 1c323334c
Mocitor 2017.06.29 16:27:13 Online import finished

2017.06.29 16:27:13 Add User Test12 Schindler c£50c723613241d62b87871c33334¢ -
Plugin Test 2017.06.29 16:27:13 WARNING: could not find 2 masterzroup named "Schindler Tast Occvpant” in sid database

2017.06.29 16:27:13 master-group[1]: name=Schindler, value=63

2017.06.29 16:27:13 master-group[0]: name=Marriott Dadsland, value=0

2017.06.29 16:27:13 Master Group List. count: 2

2017.06.29 16:27:13 Start Online Import of cf50c723613a4146afb87871c323334c Test 12 SchindlerSchindler Tast Occupant/201 Mission Schindler LALF1 2017-06-27 04:00:0012050-01-01 12:00:00;
2017.06.29 16:26:33 Oaline import finishad

2017.06.29 16:26:53 Delets User c£50c723613241d62087871c323334c

2017.06.29 16:26:53 master-group[1]: name=Schindler, value=63

2017.06.29 16:26:53 master-group[0]: name=Marriott Dadeland, value=0

2017.06.29 16:26:53 Master Group List, count: 2

2017.06.29 16:26:53 Start Online Import of cf50c723613241662687871c323334c

2017.06.29 16:26:33 Online import finished

2017.06.29 16:26:33 Update User Test12 Schindler c£50c723613241862b87871c323334c

2017.06.29 16:26:33 WARNING: could not find a masterzroup named "Schindler Tast Occvpant” in sid databass

2017.06.29 16:26:33 master-group[1]: name=Schindler, value=63

2017.06.29 16:26:33 master-group[0]: name=Marriott Dadsland, valus=0

2017.06.29 16:26:33 Master Group List. count: 2

2017 N& IO 16:76:22 Qéast Nntina Tasmnwt A8 afS0ATA2K1 2241 462 HRTQT102n232AATTanb 1 IR Mac@atindlne Task Nanssnant IO Nfinsine SabindacliA HEL ON1T A& 27 HA-HN-NONHSN A1 N1 17-00.00

XI Passed: Communication test on port 6060
XI Passed: Live Reporting Test

This was sent
<?xml version="1.0" encoding="UTF-8"?>
<SECWSR0052>
<Allocation date="2017-06-29" time="16:38:38" start="33" dest="25" individuall D="0"/>
</SECWSR0O0D52>

Example from the manual:

<?xml version="1.0" encoding="UTF-8"7?>

<SIDMAINPCL>
<Allocation date="2007-05-10" time="0%:58:23" start="0"
dest="-2" ID="853" firstname="John" lastname="Smith"
dept="Accounting" personalNo="7803">

</Allocation>

</SIDMAINPC1>

XI Passed: Live Reporting Test (Car Allocation)
|

Received

<Pl vermn—"‘l 0" encoding="UTF-8"?> <SECWSRO05Z> < Heartbeat /> ¢ /SECWSRO0E2>

<Pl verzions=""1.0" encoding="UTF-8" 7> < SECWSRO052> < Availabilty date="2017.07-11" tima="14:22:42" car="4" state="dvailable'/> ¢ /SECWSRO0GZ>

<Pl wersion=""1.0" encoding="UTF-E"?> ¢ SECWSRO052> < Availabilty date="2017-07-11" me="14:22:41" car="3" slate="FAvailable' /> < /SECWSRO0GZ:

<Pl wersiar i ! 2" dlate="Awailable' [ SECWSRODGZ:

<Pl wersion = 42239 car="1" state="Availsble' /> </SECWSRO062>

< Pl version i ding="UTF-&" 7 <SECWSRO052> < Faileddllocation date "201 7074 1" fime="14:2233" Iyne— o i Bid=""129.51.1010" zone="5" Hoo="-45" Reason="\Jobmanager suspended” |D="[r"/></SE CWSROO52:
< version="1 0" mmdﬂu ="UTF-&8"% «SECWSRO052» < Faileddllocation date="2017-07-11" time="14:22-25" type=' no lift" tid=""129,51.10.10" zone="6" floor="-44" Reason="Jobmanagsr suspended"” |D="0"/>«/SECWSR0052>
< ?uml versions="1.0" encoding="UTF-8"7 ¢ SECWSRO052> < Failedbllocation date="2017-07-11" tima="1422 28" types="no ||ft’I tid=""129.51.10110" zone="5" floce="-45" Reazon="\lobmanager suspended” |D="0"/> </SECWSRO052»
< Purml wersion=""1.0" encoding="UTF-B"?: ¢ SECWSRO052>  Availabilty date="2017-07-11" tme="14:22:24" :u-' el " /SECWSRO0GZ:

< Pl version "'fx < /SECWSRO05Z:
<Pyl version £:</SECW SRO0GZ:
< Pl wersion i = code "¢ ASECWSRO0GZ:
<l version="1.0" enoodng "UTF &' ¢(SECWSROD52> <Allocation date="2017.07-11" time="14; 22 10" start="1" dest="7" individuallD="0" deE EWSR 0052

"1.0" encoding="UTF-8"7 ¢SECWSRO052> < Heartbeat/» < /SECWSRO0S 2
< il wersion=""1.0" encading="UTF-8"7: ¢« SECWSRO052 < Heartbeal > < /SECWSRO052
<Pl version="1.0" encodng="UTF-8"'%; < SECWSRO052: < Allocation date="2017-07-11" time="14:20:03" stai="1" dest="10" individusl D="0"/> < SSECWSRO052>

Sent:
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Note:

5 Other Information for Field Engineer

All TIDs need to be created under the main PC, field to load predefined access profiles and run above test while both security system and
PORT system connected through firewall.
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